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Abstract tors in analyzing firewall rules. The tool is designed to
be interactive: the administrator can ask questions about
When deploying firewalls in an organization, it is essethe network traffic permitted, and the tool answers, for in-
tial to verify that the firewalls are configured properly. Thetance, by listing which ports are allowed on a given host.
problem of finding out what a given firewall configuratiomo network traffic is generated; the analysis is based solely
does occurs, for instance, when a new network administegr the configuration files and topology information given
tor takes over, or a third party performs a technical secuyy the user.
rity audit for the organization. While the problem can be The tool is implemented using Eclipse, a constraint logic
approached via testing, non-intrusive techniques are oftgrogramming system, which presents an elegant framework
preferred. for adding new rules and making complex queries. In ad-

Existing tools for analyzing firewall configurations usudition to performing relatively simple operations on the
ally rely on hard-coded algorithms for analyzing accesist—for instance, finding rules which are never matched—
lists. In this paper we present a tool based on constraithte tool also includes expert knowledge about the field.
logic programming (CLP) which allows the user to writdhis knowledge includes details of different network pro-
higher level operations for, e.g., detecting common configeols (and their security implications) and common con-
uration mistakes. Our tool understands Cisco router accefgguration mistakes seen in real life. The flexibility offered
lists, and it is implemented using Eclipse, a constraint logiy logic programming makes adding new operations and
programming language. checks easy.

The problem of analyzing firewall configurations lends The rest of this paper is organized as follows. In Sec-
itself quite naturally to be solved by an expert system. \ien 2 we describe the background in firewalls, expert sys-
found it surprisingly easy to use logic statements to expreésms, and logic programming. We present the basic struc-
knowledge on networking, firewalls, and common configie and concepts of our software, especially of the knowl-
uration mistakes, for instance. Using an existing generclige base, in Section 3. The different functions are demon-
inference engine allowed us to focus on defining the catated using a concrete example in Section 4. Related work
concepts and relationships in the knowledge base. is briefly discussed in Section 5, and Section 6 evaluates our

approach in the light of the alternative solutions. We also
. give some ideas for future work. Finally, Section 7 contains
1 Introduction our conclusions from this research.

Firewalls are essential for organizations that are connected

to the Internet. However, it is not enough to simply have2 Background

firewall—it must also be configured properly. Firewall con-

figurations are often written in a low-level language whidue to space limitations, we assume the reader has some
is very hard to understand. For instance, the order of thackground in TCP/IP networking.

rules is often very important. Thus, it is often quite diffi-

cult to find out whlch conpectlons and services are actuaﬂyl Firewalls

allowed by the configuration.

This brings up two related problems: how to express tRérewalls usually function as routers which connect differ-
organization’s security policy in a language understood byt network segments together. Based on their configura-
the firewall; and finding out what a given firewall configtion, they restrict the traffic flowing between the different
uration actually does. This second problem often occurstworks. Depending on the protocol layer they operate at,
when a new network administrator takes over, for instandeewalls can be classified into packet filters, circuit prox-
or when a third party is performing a technical security aies, and application level proxies [23]. Often these tech-
dit for the organization. nigues are employed together. Since any organization con-

In this paper, we present a tool which helps administraected to the Internet already has some kind of router, and



permit udp any host 10.0.0.1 eq 53 2.3 Constraint logic programming
deny udp any host 10.0.0.2
permit udp any 10.0.0.0 0.0.0.255 eq 123 Logic programming is a programming paradigm that uses

germit_ udp any host 10.0.0.2 eq 177 logical inference to solve problems. Instead of giving the
eny 'p any any computational steps required to solve a problem, a logic
program gives the logical facts and dependencies that de-
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Figure 1: An example of a Cisco router access list. Note scribe a solution and uses an inference engine to solve the
that the fourth rule is never matched because of the problem.
second rule.

Constraint logic programming (CLP) is logic program-
ming extended with constraint satisfaction capabilities.
kjﬁpnstraint satisfaction is a more general operation than uni-
I ation used in normal logic programming. The unification
eration is able to resolve the structure and finally the ex-
?t value of a variable, and constraint satisfaction adds the
specifying the desired security policy. possibility to constrain the possible values of a variable. [6]

. . . . The ability of setting truly generic constraints is nor-
Simple packet filters usgally use simple ordgreq lists H{ally not feasible, and therefore real CLP systems only
rulefs. An example of a C'S(.:O routgr access I|s_t IS shovg{” W certain types of constraints, such as linear equalities
in Figure 1. When a packet is received, the list is scanngﬁ% inequalities over real numbers
from the start to the end, and the action (either “permit” or complete explanation of how .a constraint logic pro-
“deny”? associated with the first match is taken. If_a“packeF&lmming system works is beyond the scope of this paper.
doesn’t match any of the rules, the default action is den}?riterested readers should check [6] or a textbook.

Often a “deny all” rule is included at the end of the list to Applications of lodic broarammina and other compu-
make it easier to verify that a list has not been truncat?g bp gic prog 9 b

Separate lists can be specified for each network interface.tlonal .Iog|c techmques In computer security range from
L génerating security test cases for the AIX operating system
The rules can use the following fields from the IP prot 7] to analyzing cryptographic protocols (e.g., [21]).
col header: next level protocol (e.g., TCP or UDP), source
and destination IP addresses, type-of-service, and prece-
dence. In addition, some fields for upper level protocolg, Implementation
such as TCP and UDP port nhumbers can be used. For a
more complete discussion of the syntax of the rules usg@r tool has three major components: a knowledge base, an
by Cisco routers, see [4] or [17]. inference engine, and a user interface. This structure is typ-
Since the first matching rule is always used, it is veiyal of expert systems. The knowledge base is a collection
easy to make mistakes when writing access lists, especiafiffacts and if-then production rules that represent stored
when the lists are long (several hundred rules is not wnhowledge about the problem domain. The inference en-
common). For instance, the fourth rule in Figure 1 is nevgine is the processing unit that solves presented problems
matched because the packets are stopped at the secondayltmaking logical inferences on the given facts and rules
stored in the knowledge base. The user interface controls
the inference engine and manages system input and output.
2.2 Expert systems The knowledge base, the core of the system, is described
below in detail. The inference engine and the user interface
Expert systems are computer programs that are used@ briefly discussed at the end of this section.
solve problems and answer questions in a problem domain
that ordinarily requires human expertise. This goal is usy-
ally achievedyby ?:ombining a Iogifal inference (gngine wi#l'l Knowledge base

a knowledge base. The information in the knowledge bagge knowledge base of our system is a collection of logical
contains a set of known facts and a set of production rulgges and facts expressed in the Prolog-based programming
that allow if-then inferences on the facts and other acquirgghguage Eclipse [24]. The declarative language makes it
information. [18] easy to express knowledge without mixing the information
Expert systems have been applied in a wide rangewith computational details.
industrial and commercial problems. Typical applications The knowledge base contains both static and dynamic
include diagnosis, planning, scheduling, decision supparformation. Knowledge about different network protocols
and process monitoring and control. [8] and common configuration mistakes, for instance, is static;
Perhaps the most prominent application of expert syhe access lists themselves and information about the net-
tems in security has been in the field of intrusion detectiomork topology is given by the user when starting the sys-
Axelsson’s survey [1] gives a good overview of the field. tem.

most routers have at least simple packet filtering capal
ties, routers are often used in addition or instead of m
complex firewall products. However, routers (and ma
other simple packet filters) lack good user interfaces



In this section, we use a combination of Prolog and stan-At first we tried representing the entire access list just
dard logical notation to show examples of the rules of oas an ordered collection of rules. We defined the packet
knowledge base. This should make it easier for readematching and list traversal algorithms as rules in the knowl-
without Prolog background to understand the expressioadge base. This approach turned out to be counterintuitive
However, to keep with the Prolog style we have omitted eand inefficient. To overcome these difficulties and to get a
istential qualifiers and expect that all variables (words stamore elegant and simple representation of access lists we

ing with a capital letter) are existentially qualified. decided to “decorrelate” the rules; that is, split them into
non-overlapping rules [22].
3.1.1 Representing packets When an access list file is loaded, the rules are first

decorrelated and the resulting rule set is added to the

The simplest and most fundamental concept of our systgayyledge base asatch_lispredicates like the one shown
is a packet. IP packets are represented as 6-tupte®t pejow: -
col, source IP, destination IP, source port, destination port,
flag9, where all entries are numbers. Tiegsfield is used match_list(100, permitRroto,Src,Dst,SrcPort, DstPort, Flajjs—
only for TCP connections: O represents a packet which Proto=6A
starts a new connection (i.e., the SYN bit it set and ACK 3525?321365777776231§;?\§ 3232236031
bit is cleared), and 1 represents packets belonging to exist- g < sycport< 65535/
ing connections. DstPort= 23 A
The following predicate defines this basic conceptinthe 0<Flags<1

knowledge base: . ) )
This predicate corresponds to the access list rule “access-

packet( Proto, Src,Dst, SrcPort, DstPort, Flags — list 100 permit tcp 192.168.1.0 0.0.0.255 host 10.0.0.1 eq
0 < Proto< 255A ” dard | H tati h t hasi th
0 < Src< 4294967295 23". We use standard logic notation here to emphasize the
0 < Dst < 4294967295\ fact that the knowledge base is a collection of logic state-
0 < SrcPort< 65535/ ments. The actual syntax used in defining the knowledge
8 E Ef;"sogﬁl 65535 base is a straightforward mapping of the corresponding log-
= Fagss ical notation.

In effect, the declaration spans a 6-dimensional finite, It is important to notice that this rule has a very different
discrete space that we call the “packet space”. Individuaeaning in CLP and ordinary Prolog—indeed, many actual
packets can be thought of as points in the packet space.CLP systems also use a different syntax (such as “#<="

Parts of the packet space can be specified by giving mitetead of ordinary “<="). While the ordinary Prolog rule
constraints. For example, the following declaration spegeuld be used tdestif a given packet matches the rule,
fies the set of TCP (protocol 6) packets whose destinatits CLP rule can also answer the question “which kinds of

is the HTTP port (80) of host 10.0.0.1 (167772161):  packets the rule matches”.
Based on these predicates the inference engine is able to

find answers to questions like “What is the action for this

packet?”, “What packets are permitted by this access list?”,

or “From which sources are packets to this destination per-

mitted?”. Using the auxiliary information stored for each

Access lists are collections of packet filtering rules. A rulgle, the inference engine can even answer questions like

consists of a 6-tuple of ranges for matching packets and“d¥hy is this packet denied?”, or “What rules permit pack-

action token (“permit” or “deny”) for specifying how theets from this network?”.

packet filter should treat packets matched by the rule. The

access list ru_les are procegsed in thg order they are gigens Representing topology and connections

until a match is found. The first matching rule specifies the

action taken by the packet filter. Firewalls often have many network interfaces, and to effec-
Our system represents access list rules as constraint§aly analyze the access lists, it is necessary to know which

the packet space defined above. Each rule is associsetivorks or address ranges are located behind which inter-

with a part of the packet space (a 6-dimensional hypéace.

cube defined by the 6-tuple of ranges) and the specified acthis information is represented in the knowledge base

tion token. For instance, the rule “permit udp any 10.0.0ty two simple predicatesietwork(interface, networlgnd

0.0.0.255 eq 53" would be associated with the range “(I¥gtwork_internet(interfacejhe latter one indicating a con-

0..255.255.255.255, 10.0.0.1, 0..65535, 53, 0..1)” and thection to the Internet (where addresses not explicitly men-

token “permit”. The system also remembers the line nutiened are located).

ber and contents of the rule declaration in the access lisThe access lists combined with the topology informa-

file. tion can be used to construct higher level constructs.

packet( Proto,Src,Dst,SrcPort,DstPort,Flapgs A
Proto=6 A Dst= 167772161\ DstPort= 80

3.1.2 Representing access lists
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Figure 2: The network of a hypothetical small company.

For example, a predicate indicating that a TCP connec-dns_servetost, Sry —

tion from a certain source address to some host and port udp_connectior§rc, Host53) A
is possible, can be implemented as follows. Hark tep_connectiorgre, Hos 53)
dress_in_interface(address, interfaéep simple predicate
which simply uses the information given by thetwork
predicates.

Another useful predicate is the following one, that can
be used to query all permitted incoming TCP connections
from the Internet:
tcp_connectiorfre, Host, Por) —

address_in_interfacdpst, HostInterfaceA incoming_tcpHost, Por) «—

interface@rcinterface, AccessLjsh internet_addresSfc) A

address_in_interfacg(c, SrcinterfacgA tcp_connectiorgre, Host, Porx

Srcinterface# Hostinterfacen

match_listAccessList(6, Srg Host, _, Port, 0), permit) A slightly more complex example, with corresponding

Note that this predicate only checks the action on the fifs¢/IPS€ Source code, is given in Section 4.4.

SYN packet and expects that the firewall will permit the

other packets of the connection if the first one is permitte®,2  Inference engine

This is a common configuration, and it can be checked us- ) ) ) ]

ing another predicate. Requiring the “permit” action on th-Eh? inference engine of our tool is Eclipse, a constraint

other packets as well would make this predicate less usdf9iC Programming language based on Prolog [24]. By us-

in detecting erroneous configurations. ing an existing general purpose tool we were able to con-
This predicate can be used to answer questions suclf@drate to the core problems and avoid laborious imple-

“Which hosts can connect to the Telnet port on our wépentation work. We also gained a standard and extensi-

server?” or “What connections are allowed from host X {J€ Platform with proven performance and quality. Fur-
our intranet?”. thermore, porting our system to some other Prolog-based

constraint logic programming language should be relatively

3.1.4 Extending the knowledge base easy.
The_ knowledge base of our system can be egtgnded?_g User interface
adding new higher level rules and facts. The existing con-
cepts and knowledge can be used as a basis when desighhguser interface of our tool contains a preprocessor for
new functionality. For example, the connection concept dearsing access list files, a set of input and output handling
fined in the previous section is a very good starting point fasutines, and a simple command prompt interface for man-
new rules. aging the system. Together the user interface components

The following predicate tests that a DNS server can b#ow an administrator to interactively inspect the access
accessed correctly using both UDP and TCP connectiorissts.



The operations implemented in our tool can be classi-These questions can easily be answered by using the
fied in three categories: 1) queries and operations on acaassch_listpredicate itself. The inference engine will query
lists themselves, 2) queries about the network data flothe knowledge base to find all possible substitutions for the
allowed by access lists, and 3) expert rules for recognfgee variables in a given goal. The user interface compo-
ing and solving common configuration problems. The opents collects the results and presents them in an easily
erations in these categories are described using a concaregelable format.
example in Section 4. For instance, the following command can be used to

Most of the user interface is written in Prolog using thehow all services on host 10.10.11.8 (the web server in
I/O libraries of Eclipse. The preprocessor for parsing ofMZz).
text files containing Cisco access lists is written in Perl,
since Perl has nicer facilities for string processing, and we show_services 10.10.11.8
had much more experience in Perl programming.

UDP services on 10.10.11.8:

. . port from
4 User interface functions any 10.10.10.0/24
TCP services on 10.10.11.8:

The operations are best described using a concrete exam-, from

ple. Figure 2 illustrates the network of a hypothetical smalk= 79 10.10.10.0/24

i 0.0.0.0 - 10.10.10.255
company. T_h_e network has three segments: internal net? 10.10.11.198 - 255 555,955 255
work (containing employee workstations and servers), a=g1 10.10.10.0/24

demilitarized zone (e.g., web server) and external network

(connection to the Internet service provider). , )
When the system is started, the administrator first loads! N€ réPort shows not only which services are allowed,

the access lists, and then gives system a description?f &/S0 from which source addresses they can be used.

the network’s topology (commands typed by the user a'FQus, the port 80 is correctly accessible everywhere (as it
shown in boldface). This information can also be stored $ould be), but also all other ports can be accessed from the
a file for further use. internal network. Whether this is a good idea depends on

the circumstances; in many cases it is probably OK, but in
$ eclipse -b all.pl -e shell some environments, such as schools, end users are usually
not trusted very much.

? read_listint_| cisco "acl_int.txt"
Read 11 rules, decorrelated into 31 clauses

? read_list dmz_I cisco "acl_dmz.txt" 1 1
Read 15 rules, decorrelated into 70 clauses 4.2 Conflguratlon prOblemS

? read_list ext_| cisco "acl_ext.txt" Operations mentioned in the previous section can be im-
Read 16 rules, decorrelated into 123 clauses plemented directly with a specification of the behavior of
? interface dmz dmz_| access lists. They do not require or contain “expert knowl-
2 :ngggg g‘;t'g(_t' | edge”. In addition to these simple operations, the expert
i - system can also be used to recognize common configura-
network int 10.10.10.0/24 tion problems and mistakes. Simple such operations are for
network dmz 10.10.11.0/26 le:
network dmz 10.10.11.64/26 example:

network ext 10.10.11.128/25
network ext internet

NN ) ) )

e Firewall doesn't block directed broadcasts (that is,
packets destined for the broadcast address of some
connected network).

4.1 Network properties

The basic problem in analyzing an access list is to recog * Insufficient prevention of address spoofing, both for
T i d outgoi kets (i filtering).
nize the network data flows allowed by the list. The follow- incoming and outgoing packets (ingress filtering)

ing are examples of common questions: e Domain Name System (DNS) server is reachable only
by UDP, not TCP (often undetected, since it works just
e Which services are accessible on a given host? fine 99% of the time).

Is a given host/network accessible from another given ) ) ) ) )
host/network? Predicates for checking these kinds of configuration

. L problems can easily be built on top of the previously de-
What kinds of traffic is allowed between two netneq predicates about network properties. For example,
works? the proper blocking of directed broadcasts can be checked
From which networks is a given host accessible? as shown below.



matches any value. This predicate can be used in Eclipse
directly to find out if spoofing is allowed:

? check_broadcasts

10.10.10.0/24 OK
10.10.11.0/26 Allowed from [ext]
10.10.11.64/26 OK
10.10.11.128/25 OK

[eclipse]: can_spoof(If, Net).
If = ext
Net = "10.10.11.0/26"

The report shows that broadcast packets to0 10.10.11.0/2

are allowed from the external interface, but other broatorlﬁe. The result shows that the external interface is miss-

casts are properly b_locked. . ing a “deny ip 10.10.11.0 0.0.0.63 any” rule. Add a cou-
Section 4.4 describes how these operations can be ea . )
of lines of output formatting, and we have a ready

) o p
built from existing rules. check_address_spoofing command!

Eclipse replies with a substitution which makes the query

4.3 Access list properties 2 check_address_spoofing

The properties of the access list itself can also be analyzefg:igzi%ggg 8aKn be spoofed from [ex(]
The most useful operation on the access list itself is rec0go.10.11.64/26  OK
nizing rules which are never matched. This usually ingi10-10.11.128/25  OK
cates a configuration mistake (for instance, the fourth rule
in Figure 1).
In the following example, the network administrator hd§  Related work
probably intended to allow SMTP and IMAP protocols

(ports 25 and 143) to host 10.10.10.5, but some earlier rideich of the research in firewalls has focused either on per-
blocks these packets. formance or the problem of expressing an organization’s
security policy in a language understood by a firewall, i.e.,
tools for creating access lists [2, 3, 11]. There are also

? show_lists

int: 11 rules some commercial products available, such as Cisco’s Ac-
g)rft‘?: 1 ﬂgg cess Control List Manager [5] and Secure Policy Manager

[16]. Modern firewall products usually allow the specifica-

? show_never_matched dmz tion of rules using a graphical user interface.

Rules which are never matched: The work most similar to ours has been done by Mayer,
12: permit tcp 10.10.11.64 0.0.0.63 host 10.10.10.5 eq 25 iclki i fi i ; ;
13' permit tcp 10.10.11.64 0.0.0.63 host 10.10.10.5 eq 143 Wool, and Ziskind [19]. Their firewall analysis engine is

based on graph algorithms, and thus representing any ex-
pert knowledge or rules is harder than in the logic program-
4.4 Defining new predicates ming. On the other hand, their tool has at least some sup-
port for network address translation (NAT), and is being
While the operations described in the previous sections @jithed into a commercial product by Lumeta corporation
clearly useful to administrators, the real power of our tof#s].
lies in the ability to easily add higher level rules to the Similar work based on a logic background has been done
knowledge base. We demonstrate this by describing a rg{eHazelhurst et al. [13, 14, 15]. They have used ordered
to check foraddress spoofing binary decision diagrams to analyze access lists. This rep-
Informally, hosts located behind an interface can spo@fsentation allows efficient manipulation of the lists, and
(or forge) addresses from a certain network, if some pack@tiing redundant rules is easy, for instance. However, the
with that network source address is accepted, but that nfstem does not allow expressing custom rules using a logic
work is actually located behind some other interface. Brogramming syntax.
Eclipse, this can be expressed as follows. Several researches have also implemented tools for de-
scribing the contents of an access list based on other ap-
proaches. Guttman describes an approach for generating

can_spoof(Interface, NetworkString) :-
network(Reallnterface, NetworkString),

network_string(Network, NetworkString), f!lter; based on a security poIic;y and'verifying that'a packet
interface(Interface, List), filter implements some security policy [11]. Molitor de-
match_list(List, [, Network, _, _, _, _], permit), scribes a tool which prints a more human readable descrip-

Interface \= Reallnterface.

tion of an access list [20]. Bartal et al. have written a “rule
illustrator”, a tool for drawing an access list in a graphical
For those unfamiliar with Prolog, “:-” is the same aform [2].

“«", the commas at the end of each line represent con-The low-level implementation of packet filters, called the
junction (“and”), and the underscore is a wildcard whicpacket classification probletmas also received quite a lot




of attention. However, most of the work has focused @isco router access lists, shows that this approach works
performance issues and hardware implementations; Felbo in practice.

man and Muthukrishnan [10] give a recent summary and

a good bibliography of the topic. Although performanc

issues are not directly related to security, the problem %,cknowledgements

detecting conflicts in packet filters is. Hari et al. [12] have _ . )

applied these techniques to analyzing access lists frod/g Would like to thank Jonna Sars from Nixu Ltd. for her

security viewpoint, and Eppstein et al. [9] present a c@mments on earlier versions of this paper, and for provid-
algorithm for detecting conflicts. ing a real-world access list example for testing.
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